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Foreword

At a time of rapid technological developments and digitization of our economies, calls are
regularly heard for the modernization of the legal architecture of the internal market. The importance of data flows, it is argued, would justify introducing a “Fifth freedom” on parity with the
traditional freedoms of movement of goods, services, persons and capital. However, the reality is
more complex as data flows, for all their positive contribution to EU integration and economic
growth, also defy certain cornerstones of our societies, notably the fundamental right to privacy.
On paper, all parties involved – from businesses to regulators – agree on the need to balance the free flow of data and the protection of fundamental rights. However, merely endorsing
this overall objective is not sufficient to find a satisfactory and workable solution. In practice, the
disagreement remains strong on how far privacy rights may restrict data flows or, to put it in the
opposite perspective, how much data flows should prevail over privacy. In the end, the standoff
resulting from this “dialogue of the deaf” is detrimental to all parties involved as it creates
uncertainty or possibly an unbalanced regulatory outcome.
Obviously, there is a need for a more constructive dialogue. With this report, the National
Board of Trade proposes a legal framework that lays the foundation for such a dialogue. Based
on the proportionality principle, this framework acknowledges the primacy of the protection of
fundamental rights but precludes unnecessary restrictions on data flows. By regulating the
relationship between those two interests, it allows both of them to be taken into account in a
predictable manner and shifts the discussions from an abstract, and to some extent fruitless,
level to a more technical and practical one.
Our hope with this report is to reposition the all too neglected freedom of movement of data
in a manner that reflects its true contribution to the functioning of the internal market, while
acknowledging the supremacy of the right to privacy.
The report was written by Olivier Linden and Erik Dahlberg with contributions from Ola
Landström, with valuable comments from Magnus Rentzhog, Karolina Zurek and Mattias
Karlson Jernbäcker.
Stockholm, December 2016

Anna Stellinger
General Director, National Board of Trade
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Executive Summary

After years of heated discussions, the EU legislator finally adopted the General Data Protection
Regulation (GDPR) in 2016. This came after a string of dramatic developments affecting the free
flow of data, from the invalidation of the EU rules on data retention to the rise of the right to be
forgotten and the annulment of the Safe Harbour Agreement. At the core of these events is
the tension between the fundamental right to privacy and the freedom of movement of data.
This tension raises in turn the question of the status of this freedom in the internal market
architecture.
The internal market is based on the freedoms of movement of goods, services, persons and
capital. These four freedoms were introduced in the Treaty of Rome some 60 years ago, long
before the emergence of the digital economy. Today our societies are increasingly dependent
on the processing and transfer of data. Almost all transactions involve the movement of data
at some point and our economies are relying on a smooth and free flow of data. At the same
time, the EU legislator is taking actions that, in the name of privacy rights, curtail this flow.
It is therefore legitimate to discuss whether the freedom of movement of data should be given
stronger protection and even be upgraded as a fifth freedom.
It is in our view clear that the free flow of data constitutes a freedom of movement in its
own right, distinct from the traditional four freedoms. It provides for a regulatory framework
that harmonizes the rules on data in the EU. Those rules include many of the features that
characterize the four freedoms such as the balancing of pro-integration arguments with
legitimate interests, the removal of certain barriers to trade and the setting up of coordination
mechanisms.
Yet, we find that the free movement of data also differs from the four freedoms. First, it is an
ancillary freedom in the sense that it lacks the primary law status of the rules on goods,
services, persons and capital. In fact, the free movement of data is subordinated to other
primary law rules, namely the fundamental rights of privacy and personal integrity. Second,
the EU rules on data lack the maturity of the four freedoms. These rules are still struggling with
fundamental issues such as the balancing of conflicting interests between data flows and data
protection. This in turn affects the adequacy of the EU rules on data.
We therefore note that there is a gap between the contribution of data flows to the functioning of the internal market and the way they are promoted in the internal market legislation.
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Firms and consumers increasingly use cloud services, online platforms and marketplaces to do
business in the internal market (including between peers, in the so called “collaborative
economy”). While personal data is currently allowed to be transferred freely within the EU,
many such transactions in the internal market are enabled through storage and processing of
data on servers located outside the EU. Therefore, barriers to the free movement of data to third
countries may effectively constitute barriers to the freedom of movement of goods, services,
capital and/or persons within the internal market. This relationship between the internal and
external dimensions are confirmed by the CJEU1 and strengthened in the newly adopted GDPR.
However, while the freedom of movement of data deserves a stronger acknowledgment from
the EU legislator, we do not see the need for an upgrade as a fifth freedom. Such an upgrade
would not, in our view, alter its relationship to the fundamental right to privacy.
In addition, we view the flow of data as a malleable phenomenon. The dynamism of the
digital economy is such that new technological developments and business models can accommodate the restrictions imposed by the EU legislator. As an example, only a few months after
the invalidation of the Safe Harbour Agreement, new cloud solutions are devised to work out
the general prohibition on the transfer of data to third countries. Much as other industries in
the past, the market may be redefined, some players may disappear and the flow of data may
be altered as a result of stricter privacy regulations but ultimately, and as long as there is a
demand for it, it will continue supplying the economy with its “digital gold”.
This does not mean that everything is fine and that the EU legislator should be given a carte
blanche to restrict data flows in the name of data protection. Rather, legitimate concerns for
the free flow of data should focus on ensuring that new privacy measures do not impose
unnecessary restrictions. Just as the proportionality test applies in respect of the four freedoms,
it is paramount to secure that EU legislation does not go further than what is strictly necessary
for the protection of the fundamental rights of privacy and personal integrity.
Given the primacy of these rights, which in our view is not questionable, it is thus important
to remain vigilant and remove any hinder that is not thoroughly motivated by privacy concerns.
To take one example, there are in our view grounds to discuss whether such proper assessment
was conducted in respect of the restrictive impact which the GDPR may have on data flows.
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Svensk sammanfattning

2016 kunde EU, efter flera års intensiv debatt, till slut anta dataskyddsförordningen. När förordningen antogs var det sista länken i en kedja av dramatiska händelser som påverkade den
fria rörligheten för data, från EU-domstolens ogiltigförklarande av datalagringsdirektivet till
skapande av ”rätten att bli bortglömd” och underkännande av Safe Harbour-avtalet. Kärnan
i samtliga dessa händelser ligger i intresseavvägningen mellan den grundläggande rätten till
skydd av privatlivet och den fria rörligheten för data. Denna spänning lyfter i sin tur frågan om
vilken plats denna frihet bör ha i den inre marknadens juridiska ramverk.
Den inre marknaden är baserad på den fria rörligheten för varor, tjänster, personer och
kapital. Dessa fyra friheter infördes i Romfördraget redan 1957, långt innan framväxten av
dagens digitala ekonomi. Idag är samhället i allt större grad beroende av möjligheten att
kunna behandla och överföra data. Nästan alla transaktioner inbegriper överföring av data
vid något tillfälle och ekonomin är beroende av ett välfungerande och fritt flöde av data.
Samtidigt har EU-lagstiftaren vidtagit åtgärder som hämmar det flödet. Det finns därför
anledning att diskutera om den fria rörligheten för data behöver ett starkare skydd och
därmed bör uppgraderas till en femte frihet.
Kollegiet anser att den fria rörligheten för data utgör en fri rörlighet i sig själv, fristående från
de befintliga fyra friheterna. Det finns ett distinkt juridiskt ramverk som harmoniserar reglerna
kring data inom EU. Dessa regler innehåller många av de karaktärsdrag som definierar de fyra
friheterna, såsom en avvägning mellan integrationsåtgärder och legitima skyddsintressen,
avlägsnandet av vissa handelshinder och upprättandet av koordineringsmekanismer.
Trots detta anser vi att den fria rörligheten för data också skiljer sig från de fyra friheterna.
För det första är det en underordnad frihet såtillvida att den saknar den grundlagskaraktär som
reglerna kring varor, tjänster, personer och kapital åtnjuter. I själva verket är den fria rörligheten
för data underställd andra primärrättsliga regler, i det här fallet de grundläggande rättigheterna till privatliv och personlig integritet. För det andra saknar EU:s regler kring data de fyra
friheternas mognadsgrad. Dessa regler tampas fortfarande med grundläggande problem
såsom balansen mellan de ofta motstående intressena dataflöde och dataskydd. Detta i sin
tur hämmar funktionsdugligheten i EU:s regelverk om data.
Vi noterar därför att det finns ett glapp mellan betydelsen av dataflöden för en väl
fungerande inre marknad och hur dessa flöden främjas i regelverket. Såväl företag som konsumenter använder i allt högre grad molntjänster, plattformar och marknadsplatser för att handla
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på den inre marknaden (inklusive privatpersoner emellan, i den så kallade “delningsekonomin”).
Även om persondata för tillfället kan överföras fritt inom EU är den här typen av transaktioner
på den inre marknaden ofta möjliga tack vare lagring och bearbetning på servrar som ligger
utanför EU. Därmed kan hinder mot den fria rörligheten för data gentemot tredjeland de facto
utgöra hinder mot den fria rörligheten för varor, tjänster, kapital och/eller personer på den inre
marknaden. Denna relation mellan den inre och den yttre dimensionen bekräftas av EU-domstolen och stärks ytterligare av den nyligen antagna dataskyddsförordningen.
Även om den fria rörligheten för data förtjänar ett starkare skydd från EU-lagstiftaren, ser vi
inget behov av en uppgradering till en femte frihet. En sådan uppgradering skulle, i våra ögon,
kräva omfattande ändringar i EU:s grundläggande fördrag utan att för den skull ändra relationen till den grundläggande rätten till privatliv.
Utöver detta ser vi på dataflödet som ett formbart fenomen med diffusa gränser. Restriktioner
som sätts upp av EU-lagstiftaren kan i vissa fall ingå i den digitala ekonomins dynamiska
utformning. Exempelvis utvecklades nya molnlösningar bara ett par månader efter underkännandet av Safe Harbour-avtalet. Dessa var avsedda att tackla det utförselförbud som
därmed uppkom. Detta är inte ett nytt fenomen utan det finns exempel från olika delar av
näringslivet. I och med att marknaden omdefinieras försvinner vissa aktörer och dataflödet
ändras som ett resultat av anpassningar till striktare regleringar kring rätten till privatliv. Så
länge det finns en efterfrågan kan därför slutsatsen dras att dessa flöden på något sätt
kommer att fortsätta förse ekonomin med detta ”digitala guld”.
Sådana regleringar är likafullt att betrakta som handelshindrande och EU-lagstiftaren bör
inte ges helt fria händer att hindra dataflöden till förmån för dataskydd. Istället bör de legitima
farhågor som finns runt fria dataflöden regleras på ett sätt som skyddar privatlivet utan att
utgöra onödiga hinder. På samma sätt som proportionalitetstestet används för de fyra friheterna, är det av yttersta vikt se till att EU-lagstiftningen inte går längre än vad som är strikt nödvändigt för at uppnå det grundläggande skyddet för privatlivet.
Givet det faktum att dessa rättigheters företräde är obestritt, är det därmed viktigt att fortsatt
vara uppmärksam och ta bort de hinder som inte är grundligen motiverade utifrån hänsyn till
privatlivet. Exempelvis finns det enligt vår mening skäl att diskutera om huruvida en sådan
grundlig motivering och konsekvensanalys verkligen gjordes med tanke på den inskränkande
effekt som dataskyddsförordningen kan ha på dataflöden.
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1

Introduction

The importance of the free flow of data for international trade and for the functioning of the
internal market is obvious and has been so for
several decades. More than twenty years ago, this
was one of the main reasons for the adoption of
the EU Directive on Data Protection (1995). The
EU legislator emphasised in that Directive the
key role played by the free flow of data for trade,
both within the EU and globally.2
The Directive was in fact the last step in a process initiated in the early 1980s by the OECD and
the Council of Europe.3 Both organs were concerned with restrictions on the free flow of data
resulting from differences in national rules on
data protection. Interestingly, the general terms
of the current debate between the free flow of
data as an essential component to trade and the
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protection of personal data as a means to safeguard the rights to privacy and of personal integrity were already set almost four decades ago.
Another interesting observation to be made
from the discussions of the 1980s and 1990s is
that the free flow of data only became an issue for
policy-makers to the extent that it was restricted
by national rules on data protection. In other
words, the concept of free flow of data developed
as a response to the need to protect the rights to
privacy and of personal integrity. It was defined
in opposition to these rights and, therefore, both
notions of data flows and data protection can be
said to be intrinsically linked.
One main difference though between today’s
debate on the free flow of data and the discussions that took place in the 1980s and even the

mid-1990s is the increasing dependency of our
societies on the processing and transfer of data.
The digitization of the economy means that very
few transactions (if any) can be made without
data crossing a border. This in turn means that it
is more acute today than a few decades ago to
preserve the free flow of data.
It is in that context that voices have been heard
in the European debate calling for the recognition of the free flow of data as a “Fifth freedom”.
Reference here is of course made to the traditional four freedoms of goods, services, persons
and capital which constitute the backbone of the
internal market. Introducing a fifth freedom in
the internal market architecture, its proponents
would argue, is a means to reflect today’s reality
by taking into account recent, yet essential,
means of economic integration.
The purpose of this paper is to discuss the role
of the free flow of data as an instrument for European integration. In itself, that flow carries the
means to impact essential human rights, safeguarded by the treaty. Usually the legislator is
satisfied by concluding that both data flows and
human rights need protecting. However, that is
not always easily achieved. This paper sets out to
set the framework for under which premises such
a delicate act of balance should be carried out.
We note in that respect that there are numerous studies on the digitization of our economy,
globally and in the EU, some of which focusing on
the importance of data flows for economic integration. Although this is undeniably an important

aspect of the issue, this report is mostly concerned with the place the freedom of movement
of data occupies in the legal and regulatory
framework of the internal market. It provides for
an overarching review of the current EU rules on
data flows in relation to that framework and
discusses the appropriateness of revisiting this
relation.
This paper is structured as follows.
•• In order to better understand the concept of
the free flow of data, we analyse first its main
characteristics and particularly its contribution to trade (Section 2).
•• This attempt at defining the free flow of data is
supplemented with a review of the restrictions
to the movement of data – a key element in
understanding the scope of the free flow of
data (Section 3).
•• Given these two approaches, we examine in
the following section how the free flow of data
compares with the traditional freedoms of
movement of goods, services, persons and
capital. We find notably that the differences
between the free movement of data and the
existing four freedoms, in terms of maturity
and standing, are in contrast to the importance
of data flow for trade and economic integration in the EU (Section 4).
•• This in turn raises the question – discussed in
the last part of this report – of whether the free
flow of data should be upgraded as a “Fifth
freedom” within the EU regulatory framework
(Section 5).
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2

Identifying the need
for the free flow of data
– A positive approach

Data is the raw material of which information and
knowledge is produced. As such, the importance
of data is not a new phenomenon per se – early
humans must surely have made inferences of how
to best hunt for food (the information/knowledge)
by processing and sorting various trial-and-error
observations (the data) of previous hunting experiences. Fast-forward to today and the essence is
still the same, but every aspect from observation,
through collection, storage, aggregation, analysis
and distribution, to final usage4 of the data is
vastly more sophisticated and powerful.
In the modern economy, data is a central factor
in almost all types of business activities, partly as
a facilitator of day-to-day operations but also in
itself. Broadly speaking, this means that the
increased possibilities for data collection and
processing power have made “classic” business
activities gone digital and subsequently online,
while also creating entirely new types of activities
that were previously unfeasible or unthinkable.
An example of the former would be the way we
can order a product, while an example of the latter would be the possibility to continuously
upgrade the product post-sale without any type
of physical movement (of either the product or a
service technician).  
Furthermore, some types of economic concepts
that in themselves are “classic” have been dramatically changed. Marketplaces have been around for
the past millennia but online marketplaces have
virtually unlimited capacity of buyers and sellers
without the need for geographical proximity. Payment between two economic actors of remote
positions can be done in an instant. Firms can
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perform more accurate analyses of consumer
preferences and behaviour based on enormous
amounts of data within a short period of time. It is
also possible to follow the operations of a machine
in real-time, which can help to ensure its proper
functioning and optimal energy usage, providing
important insights on how to upgrade future
versions or models of the product.   
As such, data can be said to be an asset for firms –
a type of semi-tangible asset, somewhere between
tangible assets (such as capital and labour) and
intangible assets (such as a strong brand or organisational culture). The Financial Times recently
argued that “Well-managed companies enjoy many
advantages: strong brands, masses of consumer data,
valuable historic data sets, networks of smart people
and easy access to capital”.5
In today’s globalised world, if something is
important for businesses it means, almost per
definition, that it is also important to be able to
transfer it between countries. Data on e.g. customers, employees or research results are transferred, either in-house or at arms-length, within
jurisdictions and across borders. In order to serve
a foreign market, firms must be able to analyse
what their customers want, advertise, provide
smooth ordering, payment and delivery methods,
provide post-sales activities and manage day-today operations. In other words, the same things
every firm has to do to stay competitive.
If the ability to transfer data across borders is
inhibited (or prohibited), foreign firms are put at
a competitive disadvantage vis-à-vis domestic
firms who do not face such barriers. Thus, trade
is hindered, affecting not only the flows of digital

products but all types of goods and services; the
effects are felt by both end-customers as well as
downstream producers. 6

2.1 Data flows in the internal
market
The internal market is of course no exception to the
characteristics mentioned above. In fact, since the
internal market is the most deeply integrated economic area among sovereign states, the relatively
“new” issue of data flows is perhaps even more
elevated than elsewhere in the world. Although far
from being “complete” or “finished”, the internal
market has successfully removed several trade
barriers, particularly for the trade in goods but also
in services to some extent, as well as removing
restrictions to the mobility of capital and persons.
It has also provided an institutional framework for
how to go about new barriers to those flows.
Therefore, the increasing importance of data
for firms’ competitiveness, coupled with the relatively low pertinence of barriers to the other flows
in the internal market, makes for an interesting
situation for the established framework to handle.
Specifically, it is the increased collection, storing
and processing of personal data that has attracted
increased attention from the EU legislator.
The recently adopted General Data Protection
Regulation (GDPR) defines personal data as “…
any information relating to and identified or identifiable natural person…”7. The National Board of
Trade has previously8 listed various types of personal data used by companies, divided into five

distinct categories, all of which possibly containing personal data according to the definition in
the GDPR:
•• Corporate data (such as data about the
company, including financial data, aggregated
numbers about employee and website).
•• End-customer data (such as data about
private persons, including name, address, bank
account, credit reports, phone number, and
localisation of the phone).
•• Human resources data (such as data about
employees, including names, e-mail addresses,
salaries and competencies),
•• Merchant data (such as data about other
companies, including name, address, contact
person, customer registry, website and financial transactions data).
•• Technical data (such as data about products,
services and technical solutions, including the
operation of these).

2.2 Personal data in the
internal market
The purpose of the internal market is to enhance
the opportunities of economic prosperity in the
EU through increased specialisation and trade.
The free flows of the inputs and outputs of production (i.e. goods, services, capital and persons),
coupled with establishment rights, mean that
citizens and firms can reap the benefits of a large,
borderless market. Firms can reach more customers, and customers enjoy greater choice and
lower prices. From this point of view, personal
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data must be able to flow freely within the internal market, since it too is an essential aspect of
doing business and/or consumption today. This
has already been acknowledged by the European
Commission, given that one of the actions in the
Digital Single Market Strategy is termed, among
other things, the free flow of data.9
However, data is already very mobile. While
the overarching objective of the original freedoms was/is to increase the respective flows, the
issue of the free flow of data is rather centred on
how to minimise negative externalities or other
issues that may arise from transferring personal
data between different jurisdictions. Data flows
are global in nature and data is transferred
around the world with technical ease. This makes
it unchartered territory for the internal market
regulatory framework, at least in relation to the
existing freedoms.
Additionally, realising the original freedoms
across the internal market meant that the various
national goods, services, capital and labour markets were to be made one, larger, common market.
The free flow of data is not about fusing the Swedish, German, Italian, Bulgarian etc. national data
markets into one, since there are not really any
national data markets. While data is certainly sold
in some instances, one cannot usefully infer the
value of personal data by looking at a market clearing price of data and/or by looking at the valuation
of firms whose primary asset is personal data.10
The market-clearing mechanism, prevalent in
the goods, services, capital and labour markets,
does not readily exist for personal data. It does
when it comes to selling personal data for e.g.
advertising purposes (e.g. when Facebook sells
ads), but it does not when data is transferred but
not sold (e.g. when a firm collects and uses the
data itself, which obviously carries great value for
the firm but it is very difficult to estimate how
valuable it is). Additionally, even when data is
sold, it is not always clear-cut whether it is actually the data that is sold in itself or rather a service (which thus would fall under the free movement of services) that is built on data. Still, there
is great value in data and the ability to transfer it
between countries.
In an internal market context, the free flow of
data should be understood in relation to how it
affects the freedoms currently enshrined in the
Treaty. Firms and consumers increasingly use
cloud services, online platforms and market-

12

places to do business in the internal market
(including the so called collaborative economy).
Many of those transactions are enabled through
storage and processing of data on servers located
outside the EU. Barriers to the transfer of data to
third countries may therefore effectively constitute barriers to intra-EU movement of goods,
services, capital and/or persons. This issue is discussed in more depth in Section 4 of this report.

2.3 Data flows around the
world and privacy concerns
McKinsey Global Institute has in a recent report
showed that the flows of data between regions of
the world were 45 times larger in 2014 than they
were in 2005.11 While the global flows of goods,
services and financial capital have come to a halt
in recent years, data transfers seem to be the new
driver of globalisation. However, the different
types of flows are not separated from each other.
The report by McKinsey has a useful example:
“Virtually every type of cross-border transaction now
has a digital component. Container ships still move
products to markets around the world, but now
customers order them on digital platforms, track
their movement using RFID codes, and pay for them
via digital transactions”. 12 Moreover, the development of 3D printing may further digitise the trade
in goods, thus reducing the need for e.g. container ships.     
A sizable share of the 2.5 quintillion bytes of
data that is generated globally every day13 is personal, in the sense that it can be traced back to an
identified or identifiable natural person. Since
much of this data is transferred around the world,
governments and citizens have become increasingly wary about how this personal data is handled. In particular, discrepancies between how
countries regulate the rights to privacy have
become a more prominent problem, given the
ease with which personal data can be accessed by
a firm and/or public authority abroad. Countries
with strict privacy regulations may for instance
not be able to safeguard the rights of their citizens
once their personal data is transferred to entities
located in less protective jurisdictions. This in
turn raises the desire for countries with strict
privacy rules to export their regime abroad or at
least limit the transfer of personal data to only be
allowed to countries with adequate protection.

3

Identifying the restrictions
to the free flow of data
– A negative approach

As mentioned in the introduction, the EU legislator started to regulate the free flow of data as a
reaction to the barriers that were erected by the
Member States. The main concern was the fragmented regulatory framework for the protection
of privacy and personal integrity. In addition,
other types of barriers have come to play a role in
defining the rules on movement of data, such as
technical restrictions due to limited network
capacity, security-related barriers and rules motivated by the protection of intellectual property
rights.14 We examine each of these barriers and
their impact on the free flow of data in this section.15

3.1 The protection of privacy
and personal integrity
In the current European debate on the free flow
of data, one of the main concerns is how this
freedom impacts on the right to privacy and the
protection of personal integrity.

3.1.1 How the free flow of data
impacts on privacy
To the extent that data relates to identifiable individuals (so-called “personal data”), its transfer or
processing may lead to sharing personal information with other persons or organizations.
Sharing personal information is not per se a
problem and is indeed often volunteered by
private persons, for example on social media or
in e-commerce transactions. It may also have a
positive impact on individuals, for instance in

improving the use of personal devices connected
to the internet (so-called “Internet of Things”).16
In many instances, the use of personal data aims
at facilitating research and development as well
as safeguarding a high quality level for the services offered to internet users. For example, part
of the success of Netflix is its ability to process
personal data (here past viewing experiences)
in order to provide content adapted to each
subscriber’s preferences.

Facts
Right to privacy
The right to privacy is a human right which
protects certain aspects of an individual’s life
(body, property, identity, thoughts, feelings,
personal relations, etc.) from being accessed
by other individuals, organizations or the
state.
There is not a single definition of the right
to privacy. Rather its scope varies between
countries and legal traditions. Its importance
however is reflected in the fact that it is protected by most constitutions in the Western
world and is enshrined in such fundamental
texts as the 1948 Universal Declaration of
Human Rights (Article 12) and the 1950 European Convention on Human Rights (Article 8).
The right to privacy is also safeguarded by
the Charter of Fundamental Rights of the
European Union (Articles 3, 7 and 8) which,
after the entry into force of the Lisbon Treaty
(2009), constitutes an integral part of the EU
Treaties (so called “EU primary law”).
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The sharing of personal data may however
become an issue if the persons concerned feel
that they lack control over which information is
shared, with whom it is shared and for what purpose. This may be all the more problematic that
the transfer and processing of data is a complex
operation which involves many players (including intermediaries such as ISPs and cloud service
providers) and a high level of digital competence
to comprehend. An average person – internet
user or not – is therefore unlikely to have full
understanding over the use of its personal data.
This uncertainty is the main source of distrust
among internet users.
In the worst case, personal data – they fear –
may be used for fraudulent purposes (for
instance phishing), or at least to their detriment.
That would be the case of an insurer charging an
insured person a higher premium on the basis of
personal data showing poor health condition, or
an employer questioning the suitability of an
applicant in the light of that person’s activities
on social media.
In other cases, the sharing of personal data may
simply constitute a nuisance for the individuals
concerned. For instance, the use of a person’s
preferences, tastes or activities for the purpose of
unsolicited marketing can for some be a source of
irritation.
More generally, certain persons may be more
sensitive than others to sharing personal information even if this does not automatically lead to
concrete harm or disturbances. The level of
tolerance towards such information sharing
varies not only between individuals (and generations) but also between countries.17

3.1.2 Philosophical and ethical
dimensions
Put in a bigger context, the sensitivity of individuals to information sharing is to be understood
in light of the classical distinction between the
private and public spheres of society. Introduced
in Western philosophy by the ancient Greeks18
and developed by legal scholars and thinkers in
the last two centuries,19 the separation between
the two realms is an intrinsic component of
Western societies.
The boundaries between the private and public
spheres have shifted over time. Traditionally the
private sphere referred to the family or home
whereas the public sphere covered the remaining
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parts of one’s life (for instance public activities).
The emergence of the internet is challenging
these boundaries and makes the traditional
distinction between those two realms obsolete.
Whereas most individuals’ activities belonged to
the private sphere since the industrial revolution,
the reverse seems now to be true for many with
the digital revolution. The introduction of new
concepts such as “citizen-consumer” and “market society”20 reflects this paradigm shift.
Thus, the debate on privacy and data flow is not
merely one of legal technicalities, missed business opportunities or of different anonymizing
techniques but touches upon fundamental issues
for individuals and the societies they live in. It is
important for the legislators and all other interested parties to take into account these philosophical and ethical dimensions in order to
address the potential conflicts between data
flows and the right to privacy.

3.1.3 The role of the EU legislator
The pace of technological development is so fast
that individuals do not always have the ability to
grasp it and to adjust their own boundaries
between what they consider as public and private
information. This confusion at individuals’ level
makes it difficult for the national legislators to
adopt a consensual position. This is particularly
problematic for the EU legislator which, in addition to managing the varying expectations of
individuals and of businesses, must take into
account the sensibilities of each Member State
on privacy issues.
However, the issue for the EU legislator is not
limited to weighing in all those interests in order
to define an acceptable level of information sharing and processing. Given the complexity of data
processing and management, the EU legislator
also needs to ensure the control of such operations (i.e. avoiding any fraud or abuse) and that
the rules are adapted to on-going and future
technological development.
The EU legislator has taken a strong stance in
balancing the right to privacy with the free flow of
data with the adoption of the 1995 Data protection Directive and now the 2016 GDPR.21 Priority
in EU law is granted to the right to privacy, which
means that the flow of data is free only insofar as
it does not restrict individuals’ privacy and personal integrity. In practice, this means that personal data may chiefly be processed and trans-

ferred if consent from the individuals in question
has been granted.
The position of the EU legislator is motivated
by a number of factors.
First, the right to privacy is deeply rooted in
European traditions. As mentioned, it may vary
between countries but those with the stricter rules,
such as Germany and France, are not ready to compromise on this right. Europe’s history, dominated
with wars and totalitarian regimes, has created a
strong aversion towards all-controlling entities.
In respect of digital data, this aversion is fuelled by
the sense of powerlessness some individuals may
have in front of an unfathomable technology. As
described above, the lack of understanding for
how personal data may be used plays a heavy role
in setting up adequate mechanisms for monitoring
the way data is processed and transferred.
Second, and related to the first point, the tensions between the free flow of data and the right
to privacy is not necessarily seen as a conflict
between individuals and business interests.
Several organizations, including the European
Commission, have argued that strict privacy
rules will foster trade.22 Stricter rules, they argue,
are necessary to enhance consumer trust and
thereby removing one of the main barriers to
e-commerce. Some businesses have also used
their establishment in countries with strict privacy rules, or “Data Sanctuaries”,23 as a selling
argument to attract sceptical customers.24
Third, the EU legislator is bound by a number
of rules on privacy, not the least the Charter of
Fundamental Rights of the European Union. The
Charter, which constitutes an integral part of EU

primary law, protects explicitly the right to privacy in respect of personal data.25 Thus any secondary legislation adopted at EU level on the
free flow of data has to comply with the level of
protection of privacy set in these higher norms.

3.2 Technical barriers
– No Network, No Transfer
It is an obvious truth that data cannot move on its
own but needs support from a computer network,
be it cable or wireless. Travelers abroad know all
too well that, in the absence of WiFi (and unless
they are ready to pay roaming charges), they will
not be able to transmit any data. However, the
mere existence of a network connecting the
sender and the receiver of data is not a sufficient
guarantee for a smooth data flow. Network
capacity may for instance be limited and lead to
congestion problems if the volume of data transmitted is too big.26

3.2.1 Network capacity limitation
Neither cables nor the radio spectrum have
unlimited capacity to transfer data at the speed
and robustness many of the digital services
require. For example, the European Commission
has communicated that regional authorities
across the EU should reallocate the frequency
band currently used for TV services in order to
make room for the development of 5G mobile
technology.27 5G, being approximately 100 times
faster than 4G, is necessary to sustain self-driving
cars, for example.
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A report for the Swedish Ministry of Enterprise
and Innovation stated that the increasing
demand for mobile capacity cannot be met
through extending mobile networks into new
frequency bands – frequencies are a finite
resource and they are nearly fully utilized.28
Instead, a higher concentration of base stations
is needed.  However, they are a costly investment,
and it is by no means certain that the investing
operator will be able to profit from the investment through the increased demand it enables.
The report’s recommendation is therefore to
allow for rival operators to jointly invest in base
stations, since it has not been shown that it
affects their competition for end-consumers.
Furthermore, various experts state that the EU
is lagging behind the US in terms of (fast) broadband deployment.29 It is argued that the American
way of regulating the market has been more successful in promoting investment in modern
broadband technologies, while the European regulation has rather encouraged operators to compete on existing networks. The European Parliament has called for a regulatory environment that
encourages market actors to undertake necessary
investments in broadband infrastructure.30 Furthermore, there are substantial differences in
coverage of so-called Next Generation Access
networks (i.e. fibre-based high-speed networks)
across EU member states.31 The issue of network
capacity also plays into the privacy aspect of data
transfers, since high-quality networks are necessary to utilize more advanced security measures.32

3.2.2 Net neutrality as
a guiding principle
A prominent issue regarding the technical capacity to transfer data is that of net neutrality. Essentially, it means that no data packages (i.e. a data
“signal”) should be given priority over other data
packages. As such, “queues” are formed when
there is too much data traffic in the network, and
the users experience slower and/or lower quality
connections. However, it is technically possible
to prioritize some data packages over others, but
the question is if it should be allowed or not.
At first glance, it may seem democratic to
establish net neutrality, where no prioritization
is allowed. Incumbent service providers would
not be able to stifle competition through striking
a deal with an operator to give their data priority
over their rivals. However, some types of digital

16

services are more sensitive to the connection
speed and quality than others. For example,
sending an e-mail is not very sensitive, while a
video call is (and even more so, self-driving cars).
Therefore, it may be beneficial if some data packages could be prioritized over others. The challenge for the regulator is to establish rules that
enable prioritization for sensitive services over
insensitive ones, while at the same time maintaining neutrality among providers of the same
type of service (i.e. to not allow priority for one
provider of video calls over another).  
The EU legislator has taken a stance on this
issue with the adoption of the Regulation on
Open Access Internet which entered into force in
April 2016.33 The Regulation provides for net neutrality and forbids the Internet Service Providers
from blocking, throttling or discriminating internet traffic except in specific situations.34 In that
respect, the EU is in line with the US position
which had already endorsed the principle of net
neutrality.35 This position is however subject to
challenge before the US courts and several ICT
companies have argued that net neutrality would
have a deterrent effect on future investment in
network infrastructure.36

3.3 Security-related barriers
Crime knows no borders and that is all the more
true in respect of terrorism. Recent terror attacks
have highlighted the need for countries to collaborate with each other and exchange information
related to potential threats. More generally, police
and judicial cooperation across borders in criminal matters is an essential part of the Area of Freedom, Security and Justice, itself a pillar of the EU.
The free flow of data is a prerequisite for such
cooperation.37 It would therefore seem natural to
see national security interests and the free flow of
data going hand in hand, at least in the EU.38
However, the last years have seen growing tensions between certain national security interests
and privacy rights. As a result, a number of
national security measures aiming at facilitating
the free flow of data have been blocked or delayed
in the EU. That is the case of the Data Retention
Directive39 which was found to breach the privacy
rights of individuals and was therefore invalidated by the Court of Justice of the European
Union (CJEU).40

Similarly, discussions on the sharing of personal data of passengers (so-called “PNR” or Passenger Name Records) between the US and EU
have stalled for many years. After being quashed
by the CJEU in 2006,41 a new agreement on handovers of EU passenger information was finally
approved by the European Parliament in 2012.42
Critics of this and similar agreements with other
third countries43 have however been ongoing
since then.44 And it is only recently that, almost
three years after a negative vote by the European
Parliament, the EU legislator finally agreed on a
Directive on the sharing of passenger information between the EU Member States.45
To some extent, the invalidation of the Commission Safe Harbour Decision by the CJEU in
2015 also illustrates the tensions between
national security interests and privacy rules.46
The Snowden revelations on the activities of the
US National Security Agency triggered a complaint by a private person arguing that the transfer of his personal data to Facebook’s servers
located in the US was in breach of the EU rules on
privacy. The CJEU noted in that respect that the
Safe Harbour Agreement to which Facebook had
subscribed did not protect the rights to privacy in
an adequate manner. Notably, it stated that:
“[the Commission Decision on Safe Harbour]
lays down that ‘national security, public interest,
or law enforcement requirements’ have primacy
over the safe harbour principles, primacy pursuant to which self-certified United States organisations receiving personal data from the European Union are bound to disregard those
principles without limitation where they conflict
with those requirements and therefore prove
incompatible with them.” (para. 86)
The prevalence of national security interests by
the US authorities over the right to privacy
enshrined in EU law, without effective legal protection against such interference, was found by
the CJEU to constitute grounds for invalidating
the Commission Safe Harbour Decision.
Clearly, the cases mentioned above show how
the free flow of data becomes a collateral victim
of the tensions taking place between the right to
privacy and national security interests. In that
respect, the repeated stances of the CJEU make it
plain that the protection of the right to privacy
has priority over the free flow of data, even when
the latter is justified by the fight against crime.

3.4 The protection of
intellectual property rights
The territorial nature of intellectual property
rights may lead to restrictions to the free flow of
data. To the extent that data relates to protected
works – for instance a movie, music, a software or
an e-book – it may only be used within the territory for which a license has been granted. Such
data may therefore not be transferred freely
outside the licensed territory.47
The issue becomes especially problematic in
the case of digital content which is made available to consumers in those territories for which a
license has been obtained but are stored in the
cloud located in non-licensed territories. In the
case of movies for instance, the absence of a
license covering the place where data is stored
may lead to copyright infringements.
These issues may be solved in different manners,
for instance by way of contracts or relying on certain legal exemptions.48 Ultimately however, the
risk of copyright infringement may require blocking data from being accessed in non-licensed territories (so-called geo-blocking). The EU legislator
is currently considering the adoption of rules
limiting geo-blocking but those should not affect
situations where the blocking of data is motivated
by the protection of intellectual property rights.49

3.5 Conclusions
Although the free flow of data is sometimes taken
for granted, the many restrictions examined here
show the need for rules that remove or at least
mitigate hinders to that flow. As shown in this
section, the EU legislator has adopted a number
of measures in respect of data movement. Proponents of the freedom of movement of data may
however have some concerns with regards to
these measures:
•• The GDPR gives priority to the protection of
personal data over data flows;
•• The EU rules on net neutrality may have a
deterrent impact on the development of broadband capacity, itself a key factor for data flows;
•• The EU is lacking rules that would mitigate
IP-related restrictions on the free flow of data.
Given the above, we examine in the next section
how the EU rules on data compare to the classic
freedoms of goods, services, persons and capital
that constitute the backbone of the internal market.
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4

Relations to the four freedoms
– A comparative approach

Data does not qualify as goods, services, persons
or capital. This is not to say that the free flow of
data automatically falls outside the scope of the
four freedoms. Rather, in the absence of harmonisation measures, restrictions on the free flow
of data may be tested against different Treaty
freedoms depending on the nature of the transaction at stake. Hence, a restriction on the processing of data that would fall outside the scope
of the Data Protection Directive – for instance a
restriction on non-personal data (e.g. financial or
accounting data) – may be assessed in the light of
the Treaty rules on services (Article 56 TFEU)
when it affects the activities of a service provider
or of the Treaty provisions on capital (Article 63
TFEU) when it hinders the free movement of
capital.
However, most of the restrictions on the flow
of data would be covered by secondary legislation, notably the Data Protection Directive and,
as from 2018, the GDPR. These measures provide
for a set of rules that is distinct from the other
four freedoms. Interestingly in that respect is
that whereas the 1995 Data Protection Directive
uses the internal market harmonisation provision (Article 114 TFEU) as a legal basis, the 2016
GDPR instead refers to the Treaty rules on the
protection of privacy (Article 16 TFEU).
Thus, the rules on the free flow of data are
distinct from those on the four freedoms, either
because they fall under an own set of rules or
because they are covered by several of the four
freedoms, rather than by any specific one.50
In this section, we examine briefly the similarities between the free flow of data and the four
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freedoms (Section 4.1) and highlight the main
differences between these sets of rules. The two
main ones concern, in our view, the position of
the EU rules on data movement in the EU
regulatory framework (Section 4.2) and the
uncertainty surrounding the very concept of
the free flow of data (Section 4.3).

4.1 Similarities with the four
freedoms
The similarities between the free flow of data and
the traditional freedoms of movement of goods,
services, persons and capital are obvious. Indeed,
all aim at the functioning of the internal market.
In the same way as capital or labour (persons),
data has become a valuable input for companies
and its free flow is necessary for businesses to
perform.
Both the rules on the free flow of data and on
the traditional freedoms aim at balancing prointegration arguments with the protection of
legitimate national interests. They all target
national barriers (protectionist or incidental)
and call for their removal.
They also provide for a common regulatory
framework at the EU level, harmonize national
legislations and set up coordination mechanisms
(such as the WP2951) in order to avoid divergent
administrative practices within the Union. To
the extent that a barrier to the free flow of data is
falling outside the scope of harmonization measures, the same principles of non-discrimination,
mutual recognition and proportionality would

apply as for the traditional freedoms. Yet, as seen
below, a number of significant divergences
remain.

4.2 An ancillary freedom
There are two sets of rules in the EU: those
defined in the EU Treaties (primary law) and
those set out in EU legislation such as regulations, directives or Commission decisions (secondary law). Whereas primary law gives the main
direction of EU integration, secondary legislation implements the principles set in the EU
Treaties. In the hierarchy of norms, primary law
is superior to secondary legislation. In practice,
this means that a piece of secondary legislation
may be invalidated if it conflicts with principles
set in the EU Treaties.
The four freedoms are an integral part of
primary law. They are introduced in the EU
Treaties and constitute the pillars upon which
the internal market is built. Numerous rules of
secondary law have been adopted by the EU legislator in order to facilitate the free movement of
goods, services, capital and persons but all of
them rely on the principles of non-discrimination, mutual recognition and proportionality
defined in the EU Treaties for each freedom.
The free flow of data on the other hand is not
explicitly set in the EU Treaties. Unlike the traditional freedoms, it is introduced, defined and
regulated through acts of secondary law such as
the Data Protection Directive (1995) and the
newly adopted Data Protection Regulation

(2016). Legally speaking, the free flow of data is
subordinated to the other freedoms and other
primary rules.
Not only do the rules on data rank lower than
those on the traditional freedoms, but the very
interest which potentially clashes with the free
flow of data – the right to privacy – is itself
enshrined in the EU Treaties. As mentioned
above,52 the right to privacy is safeguarded by the
Charter of Fundamental Rights of the European
Union which, since the Lisbon Treaty, forms an
integral part of EU’s primary law. It is also protected under an own provision in the Treaty.53
This explains why pieces of secondary legislation
on data, such as the Data Retention Directive or
the Commission Decision on Safe Harbour may
be invalidated for breaching the primary rules on
the right to privacy.
The difference of status between the traditional freedoms and the free flow of data is not
purely legalistic. It also reflects the ancillary role
granted by the EU legislator to the movement of
data in the functioning of the internal market.
The texts of the main EU rules on data are in that
respect revealing. Both the 1995 Directive and the
2016 Regulation concern the “protection of individuals with regard to the processing of personal data
and on the free movement of such data”.54 However
in practice, these acts mostly focus on the protection of individuals rather than the free movement
of data. Even more so, whereas the 1995 Directive
explicitly referred to the positive role of the free
flow of data for trade, the 2016 Regulation only
pays lip service to its importance.55  In that
respect, the absence of reference to the internal
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market harmonization provisions as a legal basis
for the Regulation56 shows that the connection
between the EU rules on data and the functioning
of the internal market is becoming weaker.
In other words, the newest rules on data flow
are not so much concerned with the free movement of data as a means to foster the functioning
of the internal market, but as a means to implement the primary rules on the protection of
privacy. Thus, as opposed to the other freedoms
and far from being considered as a driving force
for European integration, the free flow of data
seems to be viewed by the EU legislator as an
impediment to the realization of some of the
Treaties’ objectives. 57

4.3 An immature freedom
The freedoms of goods, services, persons and
capital were introduced in the original Treaty of
Rome in 1957. Save for the free movement of citizens which appeared first with the Maastricht
Treaty (1992), the current freedoms have therefore been a part of the internal market for almost
60 years. During this long period of time, the
rules have been interpreted by the CJEU and
detailed by the EU legislator to a degree that the
principles on which they rely remain stable and
predictable.
There may of course be surprises, such as when
the CJEU introduced the principle of mutual
recognition58 or reverted its case law on the concept of quantitative restrictions.59 The increasing
workload of the CJEU also shows that numerous
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uncertainties remain as to the application of the
four freedoms in concrete situations. This is
especially true in respect of new EU Member
States or with the emergence of new technologies and markets. Overall, however, there is a
general understanding among all parties concerned (notably the EU Member States, businesses and private persons) on the content of
the four freedoms.60
In our view, the freedom of data has not
reached that degree of maturity. After twenty or
so years of existence, the rules on data flows have
not yet gone into an administrative phase. Instead,
the EU legislator and national regulators are still
struggling with fundamental issues, the main one
being the balancing of the free flow of data with
the right to privacy.61 In that respect, the recent
rulings of the CJEU on data protection62 are
symptomatic of the confusion surrounding the
scope of the rules on the free flow of data.
This confusion may be explained by at least
two main factors.
First, the significance of data processing is yet
difficult to grasp.63 The increasing dependency of
modern economies on data present large possibilities in terms of productivity and efficiency
but also potential drawbacks with regards to the
integrity of individuals. Both those benefits and
risks are hard to map out. This is all the more
complicated since technologies are advancing
more rapidly than the legislative process.64 As a
result, there is a lack of consensus on what would
constitute an acceptable level of risk exposure
and correspondingly an acceptable level of
restriction on the free flow of data.

Second, the freedom of movement of data
makes sense if it is global rather than regional.
Unlike goods, services and persons, data may not
easily be confined to a limited area, be it as vast
as the EU. There are very few, if any, technical
hinders to transferring data instantaneously
across national borders and continents.65 IntraEU transactions would for instance typically
require the transfer of data to cloud servers
located somewhere outside the EU. Ensuring free
movement within the Union will therefore only
have limited significance if transfers to third
countries are restricted or even prohibited. Confining the free movement of data to the territory
of the EU, as is the case with current and incoming EU legislation, raises not only technical and
commercial issues but also supervisory ones.66
As a result of these factors, the EU rules on data
may not always be up-to-date, adequate or even
applicable.67 They contrast in that respect with
the degree of maturity of the rules on goods,
services, persons and capital.

4.4 Conclusions
There is no doubt that the free flow of data constitutes a freedom of movement in its own right
under EU law. However, as shown in this section,
this freedom is subsidiary to the Treaty rules and
notably to the traditional freedoms of goods,
services, persons and capital as well as to the
interest it primarily conflicts with, the right to
privacy. It has an ancillary function and lacks the
level of maturity of the traditional freedoms of
movement. This in turn affects the foreseeability
and the visibility of the rules on data flows, of
which the repeated invalidation judgments by the
CJEU are symptomatic.
There is in our view a gap between the contribution of data flows to the functioning of the
internal market and the way this freedom is
promoted in internal market legislation. In the
next and final section, we discuss this gap and
notably the opportunity of strengthening this
freedom at EU level.
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5

Upgrading the freedom
of movement of data?

The free movement of data can be assimilated to
a natural right in the sense that it is pre-existent
to the law rather than being made dependent on
it. Businesses and internet users would assume
that data moves freely over the borders not
because the law permits it but because technology makes it possible. In fact the law, as we have
seen earlier, has had the effect of restricting the
free flow of data, be it in order to secure privacy
rights or other legitimate interests.
These legal and judicial developments have
been the root of calls for an upgrading of data
transfers to a fifth freedom given the importance
data has in our digital economy (5.1). Such
appeals might be met both with legal arguments
concerning the primacy of human rights within
EU law (5.2) as well as more political arguments
regarding the relationship between privacy and
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data flows (5.3). Our proposal is a new kind of
proportionality assessment that takes both sides
of the coin into perspective (5.4).

5.1 The importance of free
movement of data
For a long time, there has been a tendency to
take the free movement of data for granted, i.e.
not necessarily worth protecting, at least not as
much as the interests it conflicts with. Although
attitudes may be shifting, this view seems to be
prevalent with the EU legislator. Witness to that
is the little attention paid to the free flow of data
as such in the EU rules on data.68
In the EU however, this view is questioned by
some stakeholders.69 The point of conflict

focuses on the general prohibition to transfer
personal data outside Europe which, as mentioned above, may also concern intra-EU transactions. Confirmed by the CJEU70 and strengthened in the newly adopted GDPR, the prohibition
on transfer of data is not absolute but challenges a
fundamental deve-lopment of our digital economy: the storing of data in cloud servers located
anywhere on the globe.
Some would predict catastrophic consequences for our economy with a too strict prohibition
on data flows.71 In that context, it is legitimate to
discuss the appropriateness of upgrading the free
movement of data as a “fifth” freedom on par
with the traditional freedoms of goods, services,
persons and capital. Such calls are not merely
slogans, although their content is imprecise, but
rather reactions to what is perceived as a real
threat on an essential factor for the development
of our modern economies.
In our view however, the introduction of a fifth
freedom in the internal market architecture would
merely have a symbolic value and not necessarily
alter the current balance of interests between data
flows and notably the protection of privacy.

5.2 The legal relationship
between the right to privacy
and data flows
First, it is unclear how the labelling of the free
flow of data as a fifth freedom would translate in
concrete terms. To gain parity with the four freedoms would require an amendment of the EU

Treaties which in short to medium term may not
be realistic. Another, less ambitious way to promote the freedom of movement of data would be
for the EU to initiate measures to that effect. We
note in that respect that the European Commission has announced its intention to present a
“European free flow of data initiative”.72 It is at
this stage too early to assess the content of such
an initiative. One may however expect an
acknowledgement of the role of the free flow of
data in the functioning of the internal market and
the process of economic integration.
Second, it remains that the protection of privacy and personal integrity will always constitute
a fundamental right enshrined in the EU Treaties.
Thus, regardless of the form an upgrade of the
free flow of data would take, this freedom would
still have to comply with the basic requirements
that today justify restrictions on the free flow of
data.

5.3 Extenuating circumstances
In order to make a correct assessment of the
problems caused by hampered data flows we also
have to question the very nature and intensity of
the conflict between the free flow of data and the
protection of legitimate interests such as the
right to privacy. We have already mentioned
some arguments that have been put forth to
nuance this opposition, notably that trade may
benefit from stricter rules on data protection.73
These arguments needs to be taken into account
since the level of threat posed by strict EU pri-
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vacy rules on data flows is dependent on market
and regulatory developments.74
When stricter privacy rules are advocated, the
argumentation may contain additional elements,
such as: (i) the export of the stricter privacy regime
put in place in the EU to other parts of the globe
and (ii) the development of technological and
commercial solutions that may mitigate the negative impact of privacy restrictions on data flows.
(i) The area with adequate protection might grow
Compared with other jurisdictions, notably
the US, the EU has adopted a strict privacy
regime. However, the EU does not stand
alone, and it seems that a growing number of
countries are considering similar regimes.75
In terms of data flows, this is an important
aspect since the greater coverage these rules
will have, the less restrictions will occur on
the free flow of data.6 Thus it cannot be
excluded that third countries find it necessary to adopt stricter privacy rules, if not out
of concern for the privacy of their citizens, at
least in order to gain access to the European
market.77 Note that the export of the EU
regime also impacts intra-EU trade since it is
common for transactions between entities in
two EU countries to include the transfer of
personal data outside the EU.78
It is however unlikely that the US will adjust
its regime to the European one. Given the
place of the US in the digital economy with
most major ICTs being established on that
side of the Atlantic, the EU prohibition on the
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transfer of data to third countries may have
serious consequences. As mentioned, the
Safe Harbour regime which constituted an
exception to this prohibition was invalidated
by the CJEU. A new regime, the EU-US
Privacy Shield,79 is being put in place but its
validity is also questioned.80 Regardless of
these institutional discussions, one can see
that technological and commercial solutions
may enable firms to circumvent the gap
between the two regimes.
(ii) Technological and commercial solutions
might alleviate barriers to data flows
One possible way to legally circumvent the
prohibition on the transfer of personal data
to third countries is to “anonymize” or “deidentify” the data. However, it is still subject
to an ongoing debate over its usefulness as a
guarantor of personal privacy as it is argued
that “de-identified” data can be “re-identified” without too much complexity.81, 82
In order to counter the negative effects of
the invalidation of the Safe Harbour regime,
a number of ICT companies from the US have
further relocated their servers to Europe.83
In fact, new technological solutions and business models are being devised to secure the
storage of personal data on European soil
without interference from third country
authorities.84 Whereas a few years ago, it was
maybe not so relevant to trace the exact
movement of specific data, it becomes more
desirable and feasible to reroute that data to a

specific storage location with the EU ban on
transfer to third countries.
This would suggest that the digital economy is not a passive victim of strict privacy
rules, but instead rather capable of finding
solutions that accommodate the concerns of
the EU legislator.

5.4 Conclusions – the need for
a new kind of proportionality
A call to upgrade the free movement of data to a
fifth freedom should be seen in this light. Even if
vigilance is necessary in order to avoid unnecessarily heavy and costly requirements on the flow
of data, it is in our view unlikely that such an
upgrading would significantly increase the protection of this freedom. Rather, a more realistic
approach would be to consider the impact any
new EU measures may have on the free flow of
data given that: it is subsidiary to the protection of
privacy (4.2) and such measures should be subject
to a cost/opportunity assessment on businesses
and technological development (2.1 and 4.3).
This approach is very similar to the proportionality principle applicable in respect of the four
freedoms. It consists in acknowledging the primacy of legitimate interests and, without jeopardizing them, making sure that restrictive measures on the flow of data adopted at EU level do
not go further than what is strictly necessary for
the protection of these interests.

In that sense, this approach contrasts with the
broad discretion enjoyed today by the EU legislator in adopting measures for the protection of
privacy rights. Those measures may be quashed
by the CJEU for being unnecessarily restrictive
of privacy rights, as experienced in several recent
cases, but most likely not for imposing an unnecessary burden on businesses and the free flow of
data.85
Note that such proportionality requirement is
in theory already in place in accordance with Article 5 TEU. In practice however, it is questionable
if such a test was properly conducted in relation
to the burden imposed on businesses by the
GDPR. In particular, various experts have
expressed concerns regarding the preparatory
works of the Regulation86 and its assessment of
the costs potentially incurred by businesses in
respect of the obligation to appoint a Data Protection Officer or of the right to be forgotten, suggesting that the costs may have been underestimated.87 Nor do these documents discuss
thoroughly the negative impact that such measures may have on innovation and the free flow of
data.88
In the end, it might be so that such drastic
obligations were the only means to achieve the
high privacy standard set by the EU legislator.
However, our point with this example is to illustrate the need of a thorough proportionality test
focusing on the impact that EU measures may
have not only on businesses (such as ICT companies) but also more generally on the free flow of
data.
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data, or at least 20 people who are engaged in nonautomated data processing; the Swedish rules on data
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Save for the blocking of illegal information (such as child
pornography, terrorist and other criminal activities) which
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39
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40

Cases C-293/12 Digital Rights Ireland and 594/12
Seitlinger and Others.

41

Joined Cases C-317/04 and C-318/04 European
Parliament v. European Council and Commission.

42

Agreement between the USA and the EU on the use and
transfer of passenger name records to the US Department
of Homeland Security (OJ L 215, 11.8.2012).

43

44

The agreement between the EU and Canada was recently
deemed “clearly incompatible with the EU Charter” by
Advocate General Mengozzi - Opinion 1/15 8 September
2016
See letter dated 6 January 2012 of the Article 29 Working
Party (grouping the national data protection authorities of
the EU) on the draft PNR Agreement with the USA. Note
also that a case is currently pending before the CJEU on
the compatibility of the EU-Canada Agreement on PNR
with privacy rights (case A-1/15).

45

See press release 176/16 from the European Council
”Council adopts EU Passenger Name Record (PNR)
directive” (21 April 2016).

46

Case C-362/14 Schrems.

47

See ”Online Trade, Offline Rules” (National Board of Trade,
2015).

48

Such exemptions are for example set under the E-Commerce Directive (2000/31/EC) in the case of hosting
services (Article 14) and the Directive on Information
Services (2001/29/EC) in the case of reproduction rights
(Article 5).

49

Commission Communication ”A Digital Strategy for
Europe” (COM (2015)192 final).

50

Note in that respect the discrepancies between the four
freedoms discussed in “Freedoms Without Borders”
(National Board of Trade, 2015).

51

The Article 29 Working Party (WP29) groups together
representatives of the national and EU Data Protection
Authorities as well as the European Commission. It aims
at coordinating national data protection policies and to
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maintain a uniform interpretation of the EU rules on data
protection. As from 2018, the WP29 will be replaced by a
European Data Protection Board in accordance with the
new Data Protection Regulation.
52

See Section 3.1.3.

53

Article 16( 1) TFEU reads: “Everyone has the right to the
protection of personal data concerning them.”

54

The titles of these two acts are identical save for the
wording “individuals” which in the 2016 version is replaced
by “natural persons”.

55

Compare the preamble of the 1995 Directive, quoted in
footnote 1 with the preamble of the 2016 Regulation which,
out of 173 recitals barely acknowledges that “[t]he proper
functioning of the internal market requires that the free
movement of personal data within the Union is not
restricted or prohibited for reasons connected with the
protection of natural persons with regard to the
processing of personal data.” (Recital 13).

56

As mentioned above in introduction to Section 4.

57

Here an “area of freedom, security and justice and of an
economic union, to economic and social progress, to the
strengthening and the convergence of the economies
within the internal market, and to the well-being of
natural persons.” (Recital 3 of the 2016 Data Protection
Regulation).

58

Case 120/78 Cassis de Dijon.

59

Joined cases C-267/91 and C-268/91 Keck and Mithouard.

60

This is not to say that all restrictions have been removed
but rather that the findings of such restrictions seldom
come as a surprise.

61

Although too early to assess, the strong stance in favour
of the protection of privacy in the newly adopted GDPR
does not seem to bring a satisfactory answer to the
concerns raised by businesses and other proponents of
the free flow of data. See below Section 5 for the
reactions of the ICT industry to the adoption of the
Regulation.

62

See notably case C-362/14 Schrems on the legality of the
Safe Harbour Principles, case C-131/12 Google Spain on
the so-called “right to be forgotten” and joined cases
C-293/12 and C-594/12 Digital Rights Ireland on the
invalidation of the Data Retention Directive (2006/24/EC).

63

Tillväxtanalys (2014), “Digitaliseringens bidrag till tillväxt
och konkurrenskraft i Sverige”, Rapport 2014:13. The report
concludes that it is yet only the ICT sector that has
managed to significantly increase its productivity through
digitisation, but we have yet to see “across-the-board”
productivity increases.

64

See National Board of Trade “Online Trade, Offline Rules”
(2015), Section 5.2.

65

It may in that respect be more appropriate to compare
data with capital rather than with goods, services or
persons. Note however that whereas, as a matter of
principle, EU law explicitly provides for the free movement
of capital within the EU and with third countries, it does
explicitly forbid the transfer of data to third countries.

66

Technical and commercial issues include the designing of
network infrastructures (routers, servers, etc.) complying
with the EU prohibition on transfer of data to third
countries whereas supervisory issues concern the setting

protection: Andorra, Argentina, Canada (commercial
organisations), Faeroe Islands, Guernsey, Israel, Isle of
Man, Jersey, New Zealand, Switzerland and Uruguay
(http://ec.europa.eu/justice/data-protection/international-transfers/adequacy/index_en.htm).

up of control mechanisms that would effectively prevent
the circumvention of this prohibition.
67

See National Board of Trade “Online Trade, Offline Rules”
(2015), Section 5.2.

68

See above Section 4.2.

69

See for instance the negative reactions of ICT businesses
and stakeholders following the adoption of the 2016
GDPR: “The Industry Coalition for Data Protection, an
umbrella group that includes DigitalEurope, the World
Federation of Advertisers, the Software Alliance and a
number of others, described the GDPR text as “a wrong
turn,” with FEDMA Secretary General Sébastien Houzé
declaring, “We are very concerned that investors will be
scared off from investing in Europe and will build the next
big thing in technology elsewhere, like Asia.”” (S. Pfeifle
“GDPR: We Have Agreement” Privacy Tracker, December
16, 2015)
(https://iapp.org/news/a/gdpr-we-have-agreement/).

70

Case C-362/14 Schrems.

71

See the reactions of some stakeholders and experts from
the ICT industry following the invalidation of the Safe
Harbour Agreement by the CJEU and the WP29 negative
opinion on the new EU-US Privacy Shield Agreement (for
instance https://www.theparliamentmagazine.eu/articles/
eu-monitoring/eu-parliament-debates-eu-us-umbrellaagreement-personal-data, http://www.taylorvinters.com/
news_and_events/article/safe-harbour-and-the-ecj-decision-on-the-schrems-case-697 or http://in.reuters.com/
article/eu-privacy-facebook-idINKCN0YG2HD).

72

See the Commission’s webpage on the Digital Single
Market where the Commission states that “the aim [of the
European free flow of data initiative] is to promote free
movement of data in the European Union. The initiative
will tackle restrictions to data location and access to
encourage innovation.” (https://ec.europa.eu/digitalsingle-market/en/economy-society-digital-single-market).

73

See Section 3.1.3.

74

As would be the case in our proposal for a proportionality
assessment below in section 5.3

75

Aside from those countries mentioned below (footnote 72),
Brazil is moving closer to the EU data protection regime
and a number of Asian countries have recently adopted
“European-style privacy rules”, notably, Singapore, Japan,
Malaysia and South Korea (see Hogan Lovells: “2015:
The Turning Point for Data Privacy Regulation in Asia?”
(http://www.hldataprotection.com/2015/02/articles/
international-eu-privacy/2015-the-turning-point-for-dataprivacy-regulation-in-asia/).

76

Under the Data Protection Directive (Article 25), the
prohibition to transfer personal data outside the EU does
not apply in respect of countries that have an “adequate
level of protection”. So far, the following countries have
been found by the European Commission to provide such

77

For a parallel, see the study “From Competition to
Convergence – TTIP and the Evolution of Global
Standards” (National Board of Trade, 2015) which shows
how, in the field of standardization policy, the stricter
European regulatory model was exported to third
countries to the detriment of the US model.

78

See above, Section 4.3.

79

See the Commission press release “EU Commission and
United States agree on new framework for transatlantic
data flows: EU-US Privacy Shield” (2 February, 2016).

80

See Opinion 01/2016 on the EU – U.S. Privacy Shield
draft adequacy decision of the WP29 (13 April 2016).

81

Cavoukian and Castro, 2014, ”Big Data and Innovation,
Setting the Record Straight: De-Identification Does Work”,
Information and Privacy Commissioner, Ontario, Canada.

82

Narayanan and Felten, ”No silver bullet: De-identification
still doesn’t work”, Princeton University.

83

See the examples of Microsoft and Dropbox described
above under Section 3.1.3.

84

See for instance the third party models provided by
Deutsche Telekom and by JotForm (J. Sanders “Cloud
vendors seek refuge in Germany to comply with EU data
laws” TechRepublic (November 13, 2015) (http://www.
techrepublic.com/article/cloud-vendors-seek-refuge-ingermany-to-comply-with-eu-data-laws/)).

85

This is all the more true in respect of the GDPR that this
measure only refers to the protection of privacy (Article 16
TFEU) as its legal basis. In other words, the objective of
the Regulation, unlike that of the 1995 Data Protection
Directive, is not to strengthen the internal market as such
(of which the free flow of data may be viewed as a
component) but to secure a high
level of protection of privacy.

86

For instance, the Commission proposal itself (COM (2012)11
final), its accompanying Communication (COM(2012)9
final) and the Commission Impact Assessment (SEC
(2012)72 final).

87

Christensen and Etro (2013), “European data protection:
Impact of the EU data-protection regulation” (http://
voxeu.org/article/european-data-protection-impact-eudata-protection-regulation).

88

The Commission does discuss at length the positive
impact that strict privacy rules may have on trade in terms
of increased trust, but does not properly address concerns
expressed by stakeholders in respect of a possible
weakened innovation climate and competitiveness in the
EU.
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